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Web Server Disaster Recovery Plan 

The Web server Snook was moved to a new Dell PowerEdge 2850 server on March 13, 2006.

Also see previous migration plan (migration.html, includes detailed system administration notes)
1. Prepare a server (or create virtual hosts on an existing server such as Vulture)

a. Create partitions for /boot=0.5G, 3 /swap=2G each, and a volume group vg0=100G
b. Create logical volumes lv0=/=5G, lv1=/tmp=5G, lv2=/usr=5G, lv3=/home=3G, lv4=/var=10G, lv5=/var/www=10G, lv6=/usr/local/Content=20G
2. Install RedHat Enterprise Linux 4
3. Install and test important server applications
a. Files and mail: httpd 2.0.52 (Apache) , samba 3.0.10, sendmail 8.13.1, commvault
b. Script and database: perl 5.8.5, php 4.3.9, mysql 4.1.12
c. Administration: webmin 1.250, mysqladmin 4.1.12, mysql-administrator 1.0.22
4. Run up2date to update all software including kernel (up2date -u; up2date -f kernel*)

5. Change Snook Samba access to read-only; inform staff not to make any changes
6. Restore and test staff permissions to read and write files

a. Passwords and groups (passwd, group, shadow and gshadow in /etc/)

b. Samba (/etc/samba/smb.conf; restart using service smb restart)

7. Restore access to static files
a. Create logical volumes for web content directories, if needed (see above)
b. Restore all web content in /var/www/ and /usr/local/ (using Arkeia or tar -czf/-xzf)
c. Restore all log files in /var/log/httpd/ for accurate Web server statistics
8. Prepare and test hosts, IP numbers and interfaces
a. snook.library.colostate.edu=129.82.28.131=lib.colostate.edu=eth0

b. digital.library.colostate.edu=129.82.28.117= eth0:2 (CONTENTdm) 

c. snook2=157, digital3=159=eth0:1, digital2=114 (Vulture) for testing

d. Create virtual hosts in /etc/httpd/conf/httpd.conf
i. Directories (lib.colostate.edu=/var/www/html, digital=/usr/local/Content)

ii. Configure for SSIs (AddType, AddHandler, XBitHack)

e. Configure interfaces in /etc/sysconfig/network-scripts/ifcfg-eth0:*

f. Restart interfaces and then Apache (e.g. ifdown eth0; ifup eth0; apachectl restart)
9. Restore and test access to scripts, databases and dynamic files

a. CGI (in httpd.conf; test by running /cgi-bin/test.pl)
snook/cgi-bin/=/var/www/cgi-bin/, digital/cgi-bin=/usr/local/Content/cgi-bin
b. E-mail forms based on FormHandler.cgi (test by using /generalinfo/website.html)
c. CONTENTdm (/usr/local/Content, /usr/lib/php4, /usr/lib/libdm*, /usr/lib/libawj2k*, chcon, dmscripts, see http://lib.colostate.edu/lts/gvogl/content.html#tasks)
d. mysql database (/var/lib/mysql/: agbib, caespi, mnogosearch, mt, webpages, wildlife)
mysqldump -u root -p --opt db_name | mysql --host=remote_host -C db_name
mysqldump -u root -p --all-databases --flush-logs > /var/all-databases.sql
mysql -u root -p < /var/all-databases.sql; service mysqld restart
or lock and flush buffers; tar -czf mysql.tgz /var/lib/mysql; tar –xzf mysql.tgz
e. mnoGoSearch (install mnogosearch 3.2.33 (3.2.37 gives an error), xpdf and catdoc; restore etc/ and sbin/ in /usr/local/mnogosearch/ and cron job in /var/spool/cron/root)
f. Test Movable Type blogs (/var/www/cgi-bin/mt and /var/www/html/staff/weblogs)

g. Image-ExifTool and exif2csv (for getting technical metadata from media files)

Web Server Backup Plan

The following Snook files are now being backed up to CommVault (2007-10-29):

/.autofsck

/bin/

/boot/

/etc/

/home/

/initrd/

/lib/

/misc/

/opt/

/root/

/sbin/

/tmp/

/usr/

/var/ (excluding /var/www/htmlbackup/ and /var/www/htmlnew/)

These were backups as of 2007-01-03:

/var

/etc/httpd/conf

/etc/samba

/usr/local

/usr/lib/php4

/etc/ (only a few files): passwd group shadow gshadow

/etc/sysconfig/network-scripts

/home

The following Snook files were backed up to Arkeia (sizes as of 2006-03-13):
/etc/ - passwd shadow group gshadow - 32K

/etc/httpd/conf/ - 224K

/etc/samba/ - 76K

/etc/sysconfig/network-scripts/ - 356K
/home/ - 108K - all
/usr/lib/php4/ - 596K - all
/usr/local/ - 6.4G - all
/usr/local/Content/ - 6.3G

/usr/local/Content/docs/ - 6.2G
/var/ - 5.1G - all
/var/www/ - 2.8G

/var/www/html/ - 2.7G

/var/www/cgi-bin/ - 43M

/var/log/ - 2.0G

/var/log/httpd/ - 2.0G

/var/lib/mysql/ - 82M

/var/spool/mail/ - 12K

Web Server Settings and Software
Red Hat Enterprise Linux ES 4 

Network Settings
IP: 129.82.28.131

Subnet Mask: 255.255.0.0

Default Gateway: 129.82.255.254

DNS Servers: 129.82.103.78, 129.82.103.79, 129.82.100.64

DNS Search Path: library.colostate.edu

Enable firewall; trust: ssh (22/tcp), mail (25/tcp smtp); http (80/tcp)
Trust ports: 139:tcp (netbios-ssn samba), 443:tcp (https), 445:tcp (Microsoft-ds samba?), 617:tcp (arkeia sco-dtmgr), 3306:tcp (mysql), 10000:tcp (webmin)
Other ports in use: 111/tcp (portmap/rpcbind), 5801/5901 (vnc ssh), 6001 (X11:1 ssh),  631 (ipp cups), several 8000s for new backup software
What is 909 (unknown)?

List open ports with nmap –sT –O localhost
Also see http://www.redhat.com/docs/manuals/linux/RHL-8.0-Manual/security-guide/s1-server-ports.html

Add/Remove Applications
Desktops
X: defaults (39/42)

Gnome: defaults (42/44)

KDE: defaults (13/14)
Applications
Editors: (4/15) vim, emacs, joe, nedit
Graphical Internet: (2) Firefox, Thunderbird
Text-based Internet: (1) elinks web browser
Engineering and Scientific, Office, Graphics, Games and Entertainment: none

Servers
Server Configuration Tools: all (11/11): samba, httpd, nfs, securitylevel, services, boot
Web Server: all (21/21): php, php-mysql, webalizer, system-config-httpd, httpd-manual
Mail: defaults (4/13): sendmail, sendmail-cf, spamassassin, dovecot
Windows File Server: (3/3) 

PostgreSQL: default (5/16)

MySQL (11/14): mysql-client, mysql-server, mysql-devel, MyODBC

DNS Server, FTP Server, News Server, Network Server, Legacy Network Server: none
Development

Development tools (23/74): rcs, cvs, emacs
Legacy Software Development: all

System 
Admin Tools: all (12/12)
System Tools: none
Printing Support: none

Total: 2090 MB
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